DigitalHealth.London Privacy Policy
You have control over the information we store about you and what types
of information (if any) you would like to receive from us.
Introduction
Digital Health.London is a collaboration between three London Academic
Health Science Networks (AHSNs); Imperial College Health Partners,
UCLPartners and the Health Innovation Network and MedCity. It is also
strategically supported by NHS England, the Mayor of London and the
Academic Health Science Centres (AHSCs).
Please take the time to read this Privacy Policy as it is important for you to
understand how we collect and use your data when you use the
DigitalHealth.London website. This policy explains how we collect, use and
store the personal information you provide to us. ‘Personal information’ is
data that relates to you and that identifies or can be used to identify you –
this might be your name, email address, or other digital identifiers relating
to you, such as cookies, IP addresses or logs.
This policy may change from time to time and, if it does, the up-to-date
version will always be available on the DigitalHealth.London website.
Please make sure that you are aware of the latest version of this Privacy
Policy.
We are proud to give you access to DigitalHealth.London and, in return, we
may collect, use and share your personal information as is necessary for us
to continue to provide a useful website available in accordance with
the Terms and Conditions and to give you the best user experience. We
will only use personal information for our purposes in a manner permitted
by data protection legislation.
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1.0

General

1.1

These terms apply to all visitors to the DigitalHealth.London website.

1.2

Before you use this website you should:

•
•

1.3

Make sure that your personal details are complete and accurate
Read and understand these terms
By using our website, you agree and accept to be bound by these

terms:
2.0

Definitions

2.1

By “terms” we mean this Privacy Policy.

2.2

By “country of data origin” we mean the country from which you

provided your information.
2.3

By “data controller” we mean a person or entity who determines the

purposes for which and the manner in which any personal data are, or are
to be, used.
2.4

By “European Economic Area (EEA)” we mean the 27 EU member

states, Iceland, Liechtenstein and Norway.
3.0

Our Information

3.1

Health Innovation Network, Imperial College Health Partners,

UCLPartners, and MedCity are the joint data controllers in respect of your
information shared with DigitalHealth.London.
3.2

Cynergy UK Limited is the data processor which acts on our behalf to

manage the provision of the website services and platform.
3.3

We may hold your information electronically or in paper form in

accordance with the Data Protection Legislation 2018.
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3.4

Health Innovation Network, Imperial College Health Partners,

UCLPartners, and MedCity are all listed in the register of data controllers.
The register is administered by the Information Commissioner’s Officer.
4.0

Your Information

4.1

Your information includes any information which we hold now, or at

any time in the future and which comes from, or relates to your use of the
website and our service
5.0

How We Use Your Information

5.1

We will use your information in order to:

5.1.1

Provide our services to you;

5.1.2

create anonymised and aggregated statistics of your use of our

website including, without limitation, your responses to advertising
campaigns;
5.1.3

modify or improve our services;

5.1.4

communicate with you in connection with your customer experience

for example, to gauge your level of satisfaction with our service or contact
you in connection with any issues or faults;
5.1.5

market products or services as set out in the Marketing section

below.
6.0

Who We Share Your Information With

6.1

We will not share your information outside of Cynergy UK Limited

(our data processor), except:
6.1.1

your identity and contact details to any third party who is claiming

that any material posted or uploaded by you to our website constitutes a
violation of their intellectual property rights or of their right to privacy;
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6.1.2

with enforcement agencies (including without limitation the Police)

for the purposes of the prevention or detection of crime;
6.1.3

to third parties not listed above where you have given your explicit

consent for us to do so, for example where you have opted in;
6.1.4

in circumstances where we are required or permitted to do so by

law.
7.0

Who We Transfer Your Information To

7.1

We will not transfer your information to any new data controller

except:
7.1.1

where we wish to sell, transfer or otherwise assign the whole or any

part of our business;
7.1.2

where we wish to subcontract, sell or transfer our service provision

to a third party;
7.1.3

where as part of your registration process you have indicated that

we may do so for marketing purposes and you have not withdrawn that
consent;
7.1.4

in circumstances where we are required or permitted to do so by

law.
8.0

Where We May Share Your Information

8.1

DigitalHealth.London is a programme hosted by the Health

Innovation Network, whose registered office is in the United Kingdom and
we will use your information within the United Kingdom even if that is not
the country of data origin in respect of your information.
8.2

We share your information with others in accordance with clauses

6.1.1. to 6.1.4. (inclusive). The data controllers listed in clauses 6.1.1 to
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6.1.4. (inclusive) may not be based in, or using your information from
within, the:
1. United Kingdom;
2. European Economic Area (EEA);
3. country of data origin.
9.0

Marketing

9.1

Under Data Protection Legislation 2018 you have the right to stop us

using your information for marketing purposes. If you want us to stop using
your information for those purposes please contact us
at info@cynergy.co.uk.
9.2

If you have opted in, we may use your information to keep you

informed of our products, services, promotions and events. We may
contact you by email to do this. If you want us to stop using your
information for this purpose please contact us at info@cynergy.co.uk.
9.3

If you have opted in, we may use your information to inform you of

third party products, services, promotions and events which may be of
interest to you. For a list of third parties with whom we operate or if you
want us to stop using your information for this purpose please contact us
at info@cynergy.co.uk.
9.4

We may keep anonymised and aggregated statistics of your

response to any advertising provided to you – such as your clicking on a
particular advertisement. We may share that information with third parties
or transfer it to third parties.
10.0 Use of Cookies
10.1 We use cookies to improve your experience on our website. If you
would like to know more below about what cookies are, the cookies we use
and how to switch them off. Please view our dedicated cookies page.
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10.2 You can indicate your acceptance to our use of cookies in
accordance with this policy by clicking “OK” in the appropriate place on the
banner that appears on the DigitalHealth.London website. However, please
note that if you do not click “OK” but continue to browse the site, you will be
deemed to have accepted our use of cookies (and what we use them for) in
accordance with this Privacy Policy.

11.0 What information do we collect if you sign up for our
newsletter?
11.1 If you want to sign up to receive our newsletter we will collect
personal information from you as is necessary for the newsletter service,
namely your email address, name and what you are interested in hearing
more about.
12.0 How Else Will We Use Your Information?
12.1 We may also use your information for the following purposes:
•

•

•
•

•
•
•

To help us make the website and other related content available to
you (please see the “Where We May Share Your Information” section
below for more information)
To make the website more relevant for you and our other visitors.
This includes sometimes requesting personal information from you to
help us run and develop our website and associated functions
To send you our newsletter if you have signed up to receive it
To carry out occasional surveys to analyse our user base —
ultimately we want to ensure that DigitalHealth.London provides
everything that you — our audience — is looking for
To check whether you are eligible for a competition and to contact
you if you win
To comply with the law
As we feel is necessary to prevent illegal activity or to protect our
interests

13.0 How long do we keep hold of the information?
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13.1 Data will be held for as long as the systems before mentioned are
operational, individuals have not rescinded their consent for holding the
data, and DigitalHealth.London is still operational. Annual data cleansing
procedures will assist in the removal of any records which are no longer
legitimately required, or where an individual has requested for their data to
be removed.
13.2 Due to the rules set out by the European Regional Development
Fund (ERDF) from which the DigitalHealth.London Accelerator receives
significant funding, the Accelerator is obliged to retain all data pertaining to
the companies that have applied to be on the accelerator programme (both
successful and unsuccessful), to be retained until the year 2030.
13.3. You can request that we delete your personal information at any
time.
13.4 We will never sell our user’s details to any other organisation or
individual.
14.0 What If You Post Information On Our Site?
This site contains an opportunity for users to comment (“User Content”) on
content displayed on the site. This information is in the public domain, so it
may be accessed by any person using the web in any part of the world and
can be found using independent search engines. So, if you choose to post
information to the interactive parts of our site, we should state that you do
so at your own risk.
15.0 How Will We Make Sure Our Site Is Secure?
We follow strict security procedures to manage how your personal
information is stored, used, who sees it and to help stop any unauthorised
person getting hold of it. All personal information you provide to
DigitlaHealth.London will be located behind a firewall. We take security
extremely seriously but as no system is 100% secure, we can’t completely
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guarantee the protection of your personal information, any more than any
other organisation can. So, we can’t accept any liability for the loss, theft or
misuse of the personal information which you’ve registered on our website
if there is a security breach.
16.0 Will We Transfer Any Personal Information Outside The EU?
Countries outside the European Union may have a lower standard of
protection for personal information than that required by EU data protection
laws. The information we collect from you may be transferred to, and
stored, outside the EU (including for example in the United States) and may
also be processed by people operating outside the EU who work for us or
one of our suppliers. If we need to transfer your data to a company based
outside the EU (e.g. if our hosting company is based in the US), we’ll take
steps to make sure your personal data is handled in line with EU law.
Please see the table of our suppliers in the “Will we share your information
with anyone else?” section above which sets out whether they are based
inside or outside the EU. If you would like any more details on this please
get in contact with us.
17.0 Are You Protected By This Policy Outside The
DigitalHealth.London Website?
www.digitalhealth.London contains links to other websites. Obviously, we
don’t have any control over those websites and we cannot take any
responsibility for any information you give them. Other sites have different
privacy and security policies and terms and conditions, so we advise you to
read these before using them.
18.0

General

18.1 We will deal with your information in accordance with the Data
Protection Legislation 2018.
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18.2

You may access your information (in return for a small fee) and

request details of the entities with whom we have shared your information
by contacting us at info@cynergy.co.uk. In most cases we will comply
promptly with your request and let you know when we have done so.
However, sometimes you will not be entitled to access your information.
For example, where the public interest or your own interests override your
rights under the Data Protection Legislation 2018. We may withhold
information where we are legally allowed to do so.
18.3

You may correct factual errors in your information or request that

we remove information about you from our records by sending us a request
detailing the error or your instructions to info@cynergy.co.uk.
18.4

To protect your privacy and the security of your information, we

may take reasonable steps to verify your identity before we act on any
request which you may make in respect of your information.
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